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Abstra
tiSCSI is an emerging transportation proto
ol for transmitting storage I/O 
ommands and data blo
ksover TCP/IP networks. It 
ombines two popular te
hnologies, SCSI and TCP/IP. iSCSI takes advantageof ubiquitous TCP/IP infrastru
tures, su
h that it is possible for appli
ation servers to a

ess remotestorage devi
es sitting anywhere in the Internet. This allows iSCSI to provide supports for many mission-
riti
al appli
ations, su
h as remote data mirroring and remote data ba
kup. Moreover, breaking ofdire
t binding between appli
ation servers and storage devi
es enables devi
e and data sharing amongmultiple appli
ation servers, sin
e these servers are able to 
on
urrently a

ess the same storage devi
es.Although it has been widely a

epted that iSCSI is a promising storage-over-IP te
hnology, some issuesfor environments based on this te
hnology have not been addressed yet. A fundamental one is howto enable 
onsistent and eÆ
ient data sharing, as data sharing is a major advantage of iSCSI-basedstorage subsystems. With multiple appli
ation servers performing read/write operations on shared data
on
urrently, a 
on
urren
y 
ontrol s
heme is ne
essary to maintain data 
onsisten
y. Furthermore,appli
ation servers may 
a
he a portion of shared data to improve performan
e, whi
h be
omes almostindispensable as iSCSI-based storage subsystems will be atta
hed to WANs dire
tly. Therefore, a 
a
he
onsisten
y 
ontrol me
hanism is required to make 
a
he fun
tioning 
orre
tly. In this paper, we proposea data sharing s
heme for iSCSI-based �le systems, and use ext2 as an example for implementation. Thisproposed s
heme utilizes physi
al blo
k 
a
hing at appli
ation servers to a
hieve a

eptable performan
eover long distan
e networks. A 
a
he 
onsisten
y 
ontrol me
hanism based on 
allba
k is used to keep the
ontent of 
a
hes up to date. To insure shared data on iSCSI-based storage subsystems to be 
onsistent,our proposed s
heme employs lo
king me
hanisms to prevent shared data from getting 
orrupted. Whendesigning the lo
king me
hanisms, we treat metadata and normal �le data di�erently, based on theobservation of di�erent a

ess patterns for them. For normal �le data, we propose a hierar
hi
al lo
kings
heme, whi
h is 
apable of balan
ing between the level of a

ess 
on
urren
y and the 
osts for lo
ks,in
luding both the network 
ommuni
ation 
ost and the memory spa
e needed to maintain lo
ks. Inaddition, we in
orporate transa
tion �le sharing semanti
s into our s
heme. This 
ould assure a sequen
eof operations to be exe
uted 
onsistently, similar to database transa
tions. Finally, we use simulationtools to verify the 
orre
tness of our design, and study its performan
e.

1 Introdu
tioniSCSI [1, 2, 3℄ 
ombines two su

essful proto
ols in the data storage area and the network 
ommuni
ation area- SCSI and TCP/IP. Small Computer System Interfa
e (SCSI) enables host 
omputer systems to perform I/Ooperations of data blo
ks with peripheral devi
es. iSCSI extends the 
onne
tions in SCSI from traditionalparallel 
ables, whi
h 
ould only stret
h to several meters, to ubiquitous TCP/IP networks. iSCSI handles theunreliable environment of IP networks, sin
e SCSI requires stable and responsive 
ommuni
ation 
hannels.iSCSI en
apsulates and reliably delivers SCSI Proto
ol Data Units (PDUs) over TCP/IP networks.iSCSI is expe
ted to expand developments in the System Area Network (SAN) market. Currently,Fiber Channel (FC) [4℄ is playing a major role in this �eld. FC has dedi
ated �ber 
onne
tions betweenstorage subsystems and pro
essors, and uses Fiber Channel Proto
ol (FCP) to 
arry SCSI PDUs over �bernetworks. Thus, FC o�ers low-laten
y and high-bandwidth data 
hannels. Unfortunately, FC still has 
ertainlimitations. First, FC introdu
es another te
hnology, whi
h is 
ompletely di�erent from prevail IP-basedte
hnologies, into 
orporate network infrastru
tures. The 
ost of this te
hnology is still prohibitively highdue to the relatively small volume of produ
tion, as well as expenses on separate management for FC, inaddition to TCP/IP. Se
ondly, FC is still limited by 
onne
t distan
e up to 10 kilometers, due to the fa
t1



that FCP is a non-routable proto
ol. Although we have seen e�orts, su
h as iFC and FCIP, to 
onne
tisolated FC islands through TCP/IP networks, the 
omplexity seems to be a major obsta
le, sin
e theyinvolve mappings from SCSI to FC, and from FC to TCP/IP. Therefore, FC is not suitable for storagesystems whi
h need to span over long distan
es.iSCSI 
ould 
omplement FC, sin
e it is running on ubiquitous and mature TCP/IP networks. There isno limit on the distan
e of physi
al 
onne
tions, as ip networks 
ould be 
onne
ted by routers to extend toanywhere. The 
osts for hardware, softwares, and managements are low due to the large s
ale of existingdeployments of TCP/IP infrastru
tures.One major feature of SAN is to provide a shared pool of storage resour
es for multiple a

essing hosts.Therefore, storage sharing is natively supported by SANs, in
luding iSCSI-based ones. However, data sharingis going beyond storage sharing. Storage sharing allows storage devi
es to be physi
ally shared by multiple
lients. In this 
ase, it is not ne
essary to support sharing of data stored on shared storage devi
es. Su
h
apability is natively supported by the SAN ar
hite
ture, sin
e storage devi
es are not dire
tly atta
hed toany hosts. The typi
al s
enario is that the physi
al spa
e of shared storage devi
es are partitioned, and ea
hpartition is used by one 
lient ex
lusively. However, a native SAN system has not fully a
hieved data sharingmentioned above. With data sharing, a single pie
e of data 
ould a
tually be shared by multiple 
lients, andthe integrity of data 
ontent has to be enfor
ed. Therefore, 
on
urren
y 
ontrol me
hanism is ne
essary whenmultiple hosts 
ould read/write a single pie
e of data simultaneously. The IBM Distributed Lo
k Manager(DLM) and the DLM in the Lustre proje
t are examples to address this issue in 
luster environments. Bothof them are after the DLM in VAX 
lusters.When using iSCSI-based storage subsystems, the systems are not restri
ted to 
luster environments orLANs. Appli
ation servers and their shared storage subsystems 
ould be 
onne
ted by TCP/IP networks,over long distan
es. Appli
ations, su
h as �le systems, on the appli
ation servers are not aware of thefa
t that iSCSI-based storage subsystems are a

esses through iSCSI, and these storage subsystems arepotentially shared with other appli
ation servers. Traditionally, data blo
ks are organized into �les managedby �le systems. In environments su
h as Network Atta
hed Storage (NAS) and Network File System (NFS)[5℄, data are a

essed based on �les. File systems on NAS devi
es or NFS servers will monitor �le a

esses,sin
e all data a

ess requests have to go through their �le systems. Therefore, the data sharing fun
tionalityis naturally 
arried out by �le systems sitting on NAS devi
es or NFS servers. However, in iSCSI-basedar
hite
tures, there is no �le system module running on iSCSI targets. File systems on appli
ation serversare inadequate, sin
e they are only aware of requests going through themselves. Appli
ation servers needto be 
oordinated when a

essing shared data 
on
urrently. In this paper, we are going to integrate severalnew modules into the existing iSCSI-base �le systems, and these new modules will �nally a
hieve the realdata sharing.Sin
e iSCSI-based ar
hite
tures 
ould be deployed over WANs, laten
y introdu
ed by large physi
al dis-tan
e will be a severe restri
tion on performan
e. To improve performan
e, 
a
hing at appli
ation serversis ne
essary. In addition to hiding physi
al laten
y, 
a
hing at appli
ation servers 
an also redu
e load atiSCSI targets, whi
h are busy serving requests from many iSCSI initiators. However, 
a
hing me
hanismsintrodu
es the problem of 
a
he 
onsisten
y, whi
h is the 
onsisten
y between 
a
hed data on 
lients (appli-
ation servers) and data on servers (iSCSI-based storage subsystems). In our design, a 
allba
k-based 
a
he
onsisten
y 
ontrol me
hanism is used.Metadata are also 
on
urrently a

essed, and 
a
hed by multiple 
lients. However, a general solution forboth metadata and normal �le data would be ineÆ
ient, sin
e metadata and normal �le data are di�eren
ein terms of a

ess pattern. Our work takes this into 
onsideration and designs di�erent me
hanisms forthem separately. We use a semi-preemptible-shared (SPS) lo
king me
hanism for metadata, and a two-tierhierar
hi
al (TTH) lo
king me
hanism for normal �le data.Finally, most existing SAN �le systems, su
h as Lustre [6℄, only provide UNIX �le sharing semanti
s.Under su
h �le sharing semanti
s, writes are mutually atomi
, and the result of a write is immediatelyvisible to all readers. However, the UNIX �le sharing semanti
s is not suitable for transa
tional exe
utionof a sequen
e of operations. In the transa
tion �le sharing semanti
s, there should be a 
onsistent viewof any involved data throughout the exe
ution of a transa
tion. Deadlo
ks are possible, so dete
tion andresolution of deadlo
ks are 
onsidered. In addition, rollba
k 
apability is required in 
ase a transa
tion isunable to 
omplete due to deadlo
ks. One fo
us of our design is to provide above supports for the transa
tion�le sharing semanti
s. In order to redu
e o

urren
es of deadlo
ks, we design a �le-level admission 
ontrol
2



s
heme to limit the number of 
on
urrent a

esses on �les. This �le-level admission 
ontrol s
heme is basedon the TTH lo
king s
heme. Details of this s
heme is presented in se
tion 4.4.Our 
ontributions are followings. First, we have designed a data sharing s
heme, in
luding 
on
urren
y
ontrol and 
a
hing 
onsisten
y me
hanisms, for iSCSI-based �le systems. Se
ondly, we have identi�ed and
ompared the distin
tion between metadata and normal data. Based on these, we have designed di�erentlo
king me
hanisms for metadata and normal data to fully exploit the 
on
urren
y and eÆ
ien
y. Thirdly, wehave designed our system to be able to support transa
tion �le sharing semanti
s. This semanti
s supportsappli
ations that require to perform a sequen
e of operations in a transa
tion way. Finally, we have proposeda �le-level admission 
ontrol me
hanism based on the TTH lo
king me
hanism. Our simulation shows thatthis me
hanism is e�e
tive in redu
ing the o

urren
e of deadlo
ks, su
h that it redu
es the waste on rollba
kand replay of transa
tions.The rest of this paper is organized as following. In se
tion 2, we will introdu
e the iSCSI proto
ol and theunix �le system as the ba
kground of our design. In se
tion 3, we will dis
uss data sharing in iSCSI-based�le systems, and show why 
urrent implementations are insuÆ
ient. In se
tion 4, we are going to give anoverview of our design. The 
on
urren
y 
ontrol s
hemes for metadata and normal data will be dis
ussedin detail. In addition, our 
a
he 
onsisten
y 
ontrol me
hanism is also presented. Our detailed design aredis
ussed in se
tion 5. We will dis
uss those new modules that we have inserted to iSCSI initiators andiSCSI targets. In se
tion 6, we present the simulation results over the ns-2 to evaluation the performan
e ofour design. Finally, in se
tion 7, we summarize the related works.
2 Ba
kgroundIn this se
tion, we are going to introdu
e the iSCSI proto
ol and the unix �le system as ba
kgrounds.Although readers 
an �nd dis
ussions about unix �le systems in any modern operating system textbook, westill des
ribe it here for 
ompleteness.2.1 iSCSI proto
oliSCSI integrates Small Computer System Interfa
e (SCSI) over TCP/IP. SCSI enables host 
omputer systemsto perform input/output (I/O) operations of data blo
ks with peripheral devi
es [3℄. The ar
hite
ture ofSCSI is based on a 
lient/server model. Clients typi
ally are host systems that issue requests to read orwrite data blo
ks. Servers 
ould be any peripheral devi
es that respond to 
lient requests. In the SCSIterminology, a 
lient is 
alled an initiator that a
tively issues SCSI 
ommands, and a server is 
alled a targetthat passively exe
utes 
ommands and responses with results. A target has one or more than one pro
essingunits 
alled logi
al units (LUs). Ea
h logi
al unit is assigned a logi
al unit number (LUN) that uniquelyidenti�es it within a target. An initiator issues a 
ommand by 
onstru
ting a data stru
ture 
alled 
ommanddes
riptor blo
ks (CDB), whi
h is sent to a target for a spe
i�
 LU, whi
h is denoted as target/LUN. TheCDB 
ould 
ontain request for either reading or writing a number of data blo
ks. Upon re
eiving the CDB,the spe
i�ed LU within the target will start either sending or re
eiving data. At the end, a response messagewill always be sent from the target to the initiator to indi
ate the status of the request.iSCSI extends the 
onne
tions between initiators and targets from traditional parallel 
ables to TCP/IPnetworks. Traditional SCSI parallel 
abling has limitations on the distan
e and the number of devi
essupported. Su
h limits motivate the development of new 
onne
tions based on network te
hnologies, su
h asFiber Channel and Gigabit Ethernet. iSCSI deals with the unreliable environment of IP networks, sin
e theSCSI proto
ol requires stable and responsive 
ommuni
ation. As shown in the �gure 1, iSCSI en
apsulatesand reliably delivers CDBs and data blo
ks over TCP/IP networks. An iSCSI session is set up betweenan initiator and a target through login pro
ess. During the login phase, variable parameters are negotiatedbetween an iSCSI initiator and an iSCSI target. In addition, a se
urity routine may be invoked to performauthenti
ation for the 
onne
tion request, sin
e iSCSI is trying to a

ommodate un-trusted IP environment.On
e the login phase 
ompletes su

essfully, the iSCSI session leaves logi
 phase and enters full feature phasefor normal SCSI transa
tions. Multiple TCP 
onne
tions 
ould be set up within a session for 
on
urrentunrelated SCSI transa
tions. However, individual 
ommand/response pair must 
ow over the same TCP
onne
tion, whi
h is known as 
onne
tion allegian
e.
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Figure 1: iSCSI proto
ol sta
k
As we have mentioned, SCSI assumes an error-free inter-
onne
tion. Su
h assumption is not guaranteedin IP networks. To handle errors and re
over from errors, both iSCSI initiators and iSCSI targets bu�er
ommands and responses, until they are a
knowledged. Ea
h PDU has a sequen
e number within its session.Any missing of PDU will be re
overed through sequen
e number a
knowledgement, whi
h requests theinitiators to retransmit missing PDUs. Corrupted PDU will be dete
ted by iSCSI targets, and triggers aReje
t iSCSI PDU in response, whi
h in turn triggers the re
overy for the 
orrupted PDU.As shown in �gure 2, a typi
al s
enario in
ludes several �le servers or database servers as iSCSI initiators,and disk arrays or tape subsystems as iSCSI targets. The iSCSI initiators and the iSCSI targets may or maynot be sitting in the same Gigabit Ethernet. Multiple appli
ation servers 
ould share the same data on someiSCSI target/LUN. Every initiator and every target are equipped with network interfa
e and iSCSI proto
olsta
ks, and all data are servi
ed through iSCSI over IP networks. A detailed dis
ussion of iSCSI-based �lesystems will be given in se
tion 3.2.2 Unix �le systemOur design is based on Unix-alike �le system, but it is easy to extend our design to any �le systems. We
onsider ea
h LU as an independent storage devi
e, and ea
h LU has its own �le system starting from asingle root dire
tory. A LU is partitioned into �x-sized physi
al blo
ks. Blo
k numbers are assigned to thesephysi
al blo
ks, starting from 0. A

ording to the 
onvention of the Unix �le system, blo
k 0 is the bootblo
k, whi
h 
ontains booting 
ode. Blo
k 1 is the super-blo
k, whi
h 
ontains basi
 information of the �lesystem on this devi
e, su
h as the size of a physi
al blo
k, the total number of physi
al blo
ks, et
. Followingthe super-blo
k, there are several blo
ks 
alled inode-bitmap blo
ks. Their fun
tionality is to manage freeinodes. Ea
h bit represents an inode. When an inode is in use, the 
orresponding bit in the indoe-bitmapis set to 1; otherwise, the bit should be 0. Following the inode-bitmap blo
ks, there are several data-blo
k-bitmap blo
ks. They are similar to the inode-bitmap blo
ks, ex
ept that their fun
tionality is to managefree data blo
ks. The left physi
al blo
ks are divided into two se
tions. The �rst se
tion is the inode-blo
kse
tion, and the other one is the data-blo
k se
tion. Figure 3 shows su
h layout on the physi
al devi
e.In Unix �les systems, dire
tories and devi
es are all 
onsidered as �les. Ea
h �le is identi�ed by an inode,whi
h has a unique inode number within its �le system. The �rst inode in the �rst inode blo
k is the inode1, whi
h is usually the root dire
tory of its �le system. The other inodes are numbered a

ordingly. In theiSCSI environment, our major interest is data a

essing, so we ignore the devi
es �les. Then, we have twotypes of �les { dire
tory �les and normal �les. An inode has a �eld to indi
ate the type of the �le identi�ed
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by it. An inode only 
arries information for management purpose, su
h as the type of the �le, the size of the�le, the time information of the �le, et
. The data of a �le are stored on several data blo
ks, whose blo
knumbers are stored in the inode of the �le. For a dire
tory �le, its data blo
ks are 
alled dire
tory datablo
ks. A dire
tory data blo
k 
ontains several dire
tory entries. Ea
h dire
tory entry has two �elds { thename and the inode number. In �gure 3, inode 1 is the root dire
tory, and the �rst data blo
k is a dire
toryblo
k. In the example, this dire
tory blo
k 
ontains dire
tory entries, su
h as foo1, foo2, foo3, and so on.For a normal �le, its data blo
ks are 
alled normal data blo
ks, whi
h 
ontain the really data of the �le. Inthe �gure 3, dire
tory entry foo2 is referring to inode 3. This is a normal �le, so the inode 3 is pointing toseveral data blo
ks, whi
h 
ontain the real data of �le foo2. Sin
e the inode has �xed size, indire
t, doubleindire
t, or even triple indire
t blo
ks are used to support large-sized �les.
3 Overview of Data Sharing in iSCSI-based File SystemsAs we have shown in �gure 2, �le systems are potential system appli
ations of iSCSI-based storage subsys-tems. In this se
tion, we are going to dis
uss the environment of iSCSI-based �le systems in detail. Thenwe will show why 
urrent implementations of iSCSI-based �le systems are insuÆ
ient to a
hieve 
onsistentdata sharing. Although we only fo
us our dis
ussion on iSCSI-based �le systems, the same issues will been
ounter in other iSCSI-based appli
ations, su
h as iSCSI-based database systems. In the next se
tion, wewill present our design based on 
urrent implementations to address the data sharing issue in iSCSI-based�le systems.In 
urrent implementations, an iSCSI driver or iSCSI network interfa
e 
ard is installed in the IP hosts,whi
h fun
tion as iSCSI initiators. IP hosts 
onta
t a iSCSI target to perform iSCSI login via a de�ned iSCSItarget address and port. If an iSCSI login is su

essful, the operation enters full feature phase and datatransport is allowed. Within an IP host, after a su

essful login phase, the available iSCSI targets/LUNs
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Figure 3: The unix �le system layout
are mapped as lo
al SCSI devi
es by the iSCSI driver. For example, under linux, these iSCSI targets/LUNs
ould be mapped to lo
al SCSI devi
es /dev/sda, /dev/sda1, and so on. In order to a

ess the �le system onone iSCSI target/LUN, the SCSI devi
e 
orresponding to this iSCSI target/LUN is mounted onto a mountingpoint within the IP host's lo
al �le system. The �le system on a iSCSI target/LUN 
ould be any �le systems,as long as the kernel of the mounting IP host has 
orresponding �le system modules, in 
ase of linux kernel,to handle them. These �le systems are not modi�ed for iSCSI at all. In this kind of implementation, IPhosts are independent of ea
h other, in that a spe
i�
 IP host is unaware of the existen
e of any other IPhosts.Although the mounted �le system modules in the IP hosts are able to use existing �le system lo
ks lo
ally,multiple IP hosts still 
an not guarantee 
onsistent data sharing. Lo
al �le system lo
ks 
an assure that allpro
esses running on a spe
i�
 IP host have mutual ex
lusive a

esses to the mounted �le system on someiSCSI target/LUN. However, if an IP host does not 
ooperate with other IP hosts, who are a

essing thesame �le systems on 
ertain shared iSCSI stargets/LUNs, the shared data 
ould get 
orrupted. Therefore,the essential idea behind our design is to 
oordinate the a

esses of multiple IP hosts fun
tioning as iSCSIinitiators.Another potential 
andidate to 
oordinate the 
on
urrent a

esses is Devi
e Lo
k me
hanisms fromGFS, whi
h has been in
luded in SCSI 3 spe
i�
ation as Dlo
k 
ommand. Devi
e lo
ks are advisory lo
ksimplemented on SCSI devi
es to allow mutual ex
lusive a

esses of shared resour
es. The Devi
e Lo
kme
hanism requests the appropriate devi
e lo
k before a

essing (either reading or writing) any data, andreleases the lo
k when �nished. However, it is up to the user appli
ations to issue lo
king request to lo
kthe shared resour
es, su
h that the 
on
urren
y on the shared resour
es will su�er by inappropriate lo
kingrequest. Moreover, devi
es supporting the lo
ks have no awareness of the nature of the resour
e that islo
ked. This ends up with ineÆ
ient lo
k management on the devi
es.In order to improve system performan
e, �le systems typi
ally use various in-memory 
a
hes to hide thelaten
y 
aused by me
hani
al devi
es. As iSCSI extends the 
onne
tions from LANs to WANs, the laten
yintrodu
ed by large physi
al distan
e makes 
a
hing on IP hosts indispensable. Ca
hing me
hanisms havebeen proven to be an e�e
tive way to improve the performan
e in NFS [5℄. The environment of iSCSI-based�le systems is similar to NFS, in that data potentially need to be transferred over WANs. While 
a
hingme
hanisms improve the performan
e dramati
ally, it always introdu
es the problem of 
a
hing 
onsisten
y,whi
h is the 
onsisten
y between the 
a
hed data on the 
lient side and the data on the server side. In bothiSCSI-based �le systems and NFS, there 
ould be multiple 
lients, whi
h 
ould 
a
he the same data at 
ertainpoint of time. Without me
hanisms to ensure 
a
he 
onsisten
y, modi�
ation of any 
opy of the data willlead to 
a
he in
onsisten
y. NFS does not really solve this problem. It only alleviates su
h e�e
ts by settingexpiration time on 
a
hed data. Depending on the type of the data, the length of the expiration periodwould be di�erent. However, it is still possible that stale data would be a

essed. In many appli
ations, su
ha

essing of stale data is not a

eptable. In our design, we will enfor
e strong 
onsisten
y on 
a
hed data.
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In addition, the expiration is not a

urate enough, in that a 
a
hed item may have expired even if it is still
onsistent with the server side. More a

urate s
heme should be used to avoid any unne
essary expiration,sin
e the distan
e laten
y is dominant in su
h environments. In our design, we use a 
allba
k 
a
he similarto the Coda �le system [7℄. An iSCSI target keeps tra
k of 
a
hed physi
al blo
ks on all 
onne
ted iSCSIinitiators. The iSCSI target for
es the iSCSI initiators to dis
ard their stale 
opy, when it is going to modifya physi
al blo
k.
4 Desgin OverviewOur proposed s
heme for data sharing in iSCSI-based �le systems 
onsists of two major parts. The �rstpart is a 
on
urren
y 
ontrol me
hanism to 
oordinate multiple 
on
urrent a

esses for data on shared iSCSItarget/LUNs. In our design, we add lo
king management 
omponents into iSCSI target devi
es to managelo
ks for data in one of their LUNs. Individual iSCSI target/LUN is independent, in that there is no singleoperation involving data from more than one iSCSI target/LUN. In real implementation, depending on the
apability of iSCSI target devi
es, these added 
omponents 
ould sit either on the same devi
es, or on aseparate server fun
tioning as a lo
k manager.Based on observations that the a

ess patterns of metadata and normal data are di�erent, we designeddi�erent lo
king s
hemes for metadata and normal data, respe
tively. From the study done by Roselli et al.[8℄ on read-write a

ess pattern of metadata obje
ts (super blo
k, bitmap blo
ks, and inodes), it has beenfound that the per
entage of metadata reads is mu
h larger than metadata writes. Hen
e to take advantageof this fa
t, our design allows the iSCSI initiators to 
a
he the shared lo
ks (referred to as semi-preemptiblelo
ks [9℄) on metadata obje
t so that we 
an redu
e the read traÆ
 from the iSCSI initiators to the iSCSItarget. On
e an iSCSI initiator has a
quired a shared lo
k on a metadata obje
t it 
an keep reading thatmetadata obje
t without 
onta
ting the iSCSI target unless the iSCSI target asks it to dis
ard that lo
k. Inthat 
ase it would need to a
quire the lo
k again for the next read on that metadata obje
t. Nevertheless,the fa
t that a large per
entage of metadata a

esses are reads greatly improves throughput by redu
ingread laten
y.On the other hand, normal data are organized into �les. The a

ess patterns for �les are appli
ationdependent. Therefore, we are trying to design a general lo
king s
heme with 
ertain goals, in addition tointegrity of shared data, whi
h is the very basi
 requirement. Our �rst goal is to a
hieve high 
on
urren
ywhen the shared �les are a

essed by multiple iSCSI initiators simultaneously. It is a
tually about thegranularity of the lo
ks. With very �ne granularity, the 
on
urren
y 
ould be maximized. The se
ond goalis to redu
e the 
osts related to lo
ks. One part of the 
osts is the network 
ommuni
ation. Sin
e thelo
king management 
omponents are not within iSCSI initiators, any lo
king requests have to go throughIP network. In iSCSI-based environment, su
h delay 
ould be signi�
antly high, so we want to redu
e thenumber of requests. Another part of the 
osts related to lo
ks is the memory spa
e used by the lo
kingmanagement 
omponents. It is always desirable to use less amount of memory, so that more lo
ks any iSCSItarget/LUNs 
ould be supported. However, these two goals are 
on
i
ting with ea
h other. To maximize
on
urren
y, �ne granularity of lo
ks are preferred, meanwhile 
oarse granularity of lo
ks redu
es numberof lo
k requests and memory spa
e used to maintain lo
ks. Our design is try to balan
e between these two
on
i
ting goals. For normal data, we employee hierar
hial lo
king s
heme. The detail of this s
heme willbe dis
ussed later n se
tion 4.2.The se
ond part of our proposed s
heme is a 
a
he 
onsisten
y 
ontrol me
hanism. The physi
al blo
ksfet
hed over networks are 
a
hed in iSCSI initiators' bu�er 
a
hes. Bu�er 
a
hes will be 
he
ked �rst whena physi
al blo
k is requested. In order to avoid revalidating 
onsisten
y of 
a
hed data blo
ks when theyare used, we employ a me
hanism based on 
allba
k. A 
allba
k re
ord will be set up on iSCSI target side,when a physi
al blo
k is read out. When an iSCSI initiator is going to write a physi
al blo
k, it �rst sendsa SCSI CDB with write request. The iSCSI initiator will wait for a R2T response from the iSCSI targetbefore starting transmit data. When a iSCSI target re
eives a SCSI CDB with write request, it will 
he
k the
allba
k re
ords for the requested physi
al blo
ks. If there are standing 
allba
k re
ords, 
allba
k requestswill be sent to those iSCSI initiators to ask them to purge the requested physi
al blo
ks out of their bu�er
a
hes. The iSCSI target will not send R2T response until it re
eives 
on�rmations for all 
allba
k requestsit sent out.
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M S M XM S +M X + +Table 1: Compatibility of metadata lo
ks
In the rest of this se
tion, we are going to dis
uss our lo
king s
hemes for metadata and normal data indetail. We will also dis
uss the transa
tion �le sharing semanti
s, whi
h supports transa
tion exe
ution of agroup of operations.4.1 Lo
king s
heme for metadataThe lo
ks for metadata are applied on metadata obje
ts. We de�ne following 5 kinds of metadata obje
ts:1) dire
tory �les, 2) normal �les, 3) super blo
k, 4) inode bitmap blo
ks, and 5) data-blo
k bitmap blo
ks.For a dire
tory �le obje
t, it in
ludes the inode for that dire
tory �le as well as the dire
tory blo
ks, whi
h
ontains dire
tory entries. For a normal �le obje
t, it only has the inode and indire
t blo
ks for that �le.The reason we treat the dire
tory �les and normal data �les di�erently is be
ause that the dire
tory entriesare still a kind of metadata. In addition, operations on dire
tories are more deterministi
, and often in
ludesear
h through the entire dire
tory blo
ks. Currently, we do not support spe
ial �les, sin
e we don't see thene
essity at this moment.For ea
h metadata obje
t, there are two possible kinds of lo
ks: M S and M X. M S is the metadatashare lo
k, whi
h gives shared a

ess to the requested metadata obje
t. M X is the metadata ex
lusivelo
k, whi
h gives ex
lusive a

ess to the requested obje
t. The 
ompatibility of the lo
ks is shown in table1, where '+' indi
ates in
ompatible of the two lo
ks.The M S lo
k is semi-preemptible in that the requestor is allowed to hold a M S lo
k until the lo
kmanager asks the requestor to release that M S lo
k. Therefore, the M S is a
tually 
a
hed at the initiator,and the 
allba
k me
hanism is used to for
e the holder to release the lo
k, when some initiator requestsM Xon the same metadata obje
t. However, the holder of a M S lo
k should not allow the lo
k to be 
alledba
k at any moment. If the holder is in the middle of an operation, whi
h in
ludes a

esses to the metadataobje
t referen
ed by the M S lo
k, the holder should reply to the 
allba
k request only after this operationis �nished. In our implementation, there is a 
ounter asso
iated with ea
h 
a
hed M S lo
k. The valueof the 
ounter indi
ates how many a
tive instan
es of the M S lo
k exist. When one operation involvingan instan
e of the M S lo
k is �nished, the 
ounter is redu
ed by 1. Therefore, when a 
allba
k requestfor a M S lo
k 
omes, if the 
ounter asso
iated with this M S lo
k is greater than 0, the reply for the
allba
k request has to wait until the 
ounter de
reases to 0. New operations involving shared lo
king onthe metadata obje
t referen
ed by the M S lo
k 
ould keep 
oming, su
h that the 
ounter asso
iated withthe M S lo
k is always greater than 0. To avoid the happening of su
h situation, a 
a
hed M S lo
k 
an nolonger serve lo
k requests from operations, on
e there is a waiting 
allba
k request on that M S lo
k.A M X lo
k for a metadata obje
t is requested by an initiator when it is going to modify the metadataobje
t. The M X lo
ks will not be 
a
hed at the initiators, so initiators have to 
onta
t targets every time.When the iSCSI target re
eives a M X lo
k request, it will 
he
k its lo
king table to �nd out the 
urrentlo
king state of the requested metadata obje
t. If there is any waiting request in the waiting queue, the newrequest has to enter the end of the waiting queue. If the waiting queue is empty, but there is another M Xlo
k in the lo
king queue, the new request still needs to enter the waiting queue. If there are one or morethan oneM S lo
ks in the lo
king queue, the target needs to send 
allba
k requests to ea
h initiators holdingthese M S lo
ks to ask them to release their 
a
hed M S lo
ks. As we des
ribed before, these initiators willsend ba
k reply immediately or after �nishing 
urrent operations, depending on whether there are operationsusing the 
a
hedM S lo
k or not. AM X lo
k is always released after the involved operations have �nished.Another possible operation on a M S lo
k is to upgrade it to a M X lo
k. This happens when anmetadata obje
t is �rst read, and hen
e a M S lo
k is 
a
hed lo
ally. Later, a write request for the samemetadata obje
t arrives at the same initiator. A new M X would 
on
i
t even with the 
a
hed M S, so anupgrade request for the 
a
hed M S lo
k to a M X lo
k is sent. When the metadata lo
k manager sittingon the target re
eives su
h upgrade requests, it will only allow su
h upgrading when no other M S lo
kswere approved for the same metadata obje
t. Otherwise, 
allba
ks have to be sent to all other initiators
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D S D X D IS D IXD S + +D X + + + +D IS +D IX + +Table 2: Compatibility of hierar
hi
al lo
ks
holding theseM S. The approval for the upgrade request 
an't be sent, until all 
allba
k requests are replied.Whenever there are more than one upgrade requests for a metadata obje
t, a deadlo
k happens, be
auseea
h of them 
an't be approved until one of them release its M S lo
k.When aM X lo
k is released by an iSCSI initiator, lo
king requests in the waiting queue of the metadataobje
t 
ould be arouse. Sin
e any lo
king request always enters the waiting queue at the end, the sequen
eof the requests in the waiting queue is 
orresponding to their arrival sequen
e at the iSCSI target. In 
aseof metadata lo
king, sin
e the M X is ex
lusive, there 
ould not be another a
tive lo
k in the lo
king queuewhen there is a M X lo
k. The pro
ess of arising is to �nd the pre�x of the sequen
e of requests in thewaiting queue, su
h that this pre�x sequen
e is 
ompatible. Su
h 
ompatible sequen
e 
ould be a sequen
eall of M S requests, or a sequen
e all of M S requests followed by a M X request. In the se
ond 
ase,the last M X request will a
tually make the target send 
allba
k break to initiators of the pre
eding M Srequests.4.2 Lo
king s
heme for normal dataNormal data are organized into �les. As we have dis
ussed in previous se
tions, maintaining data integrityand maximizing 
on
urren
y are two 
on
i
ting goals. We 
hoose the 
ompromising s
heme - hierar
hi
allo
king s
heme in our design.Before we show how data bytes of a �le are organized into a hierar
hi
al tree, let's take a look at the 4possible modes of lo
ks appli
able to the nodes of the tree.� D IS: Gives intention share a

ess to the requested node and allows the requestor to expli
itly lo
kdes
endant nodes in D S or D IS mode. It does no impli
it lo
king to the sub-tree rooted from therequested node.� D IX: Gives intention ex
lusive a

ess to the requested node and allows the requestor to expli
itlylo
k des
endent nodes in D X, D S, D IX, and D IS mode. It does no impli
it lo
king to the sub-treerooted from the requested node.� D S: Gives share a

ess to the requested node and to all des
endants of the requested node impli
itly.� D X: Gives ex
lusive a

ess to the requested node and to all des
endants of the requested nodeimpli
itly.Intention mode is used to indi
ate the fa
t that lo
king is being done at �ner level and thereby preventsimpli
it or expli
it ex
lusive or share lo
ks on the an
estors. The table 2 gives the 
ompatibility of therequested lo
k modes, where '+' means 
on
i
t.The impli
it lo
king of nodes will not work if lo
k requests are allowed to leap into the middle of thehierar
hy tree. To avoid this, there are several rules that must be obeyed:Rule 1: Lo
ks are requested from root to leaf. Before requesting D S or D IS lo
k on a node, all an
estornodes of the requested node must be held in D IX or D IS mode by the requestor.Rule 2: Lo
ks should be released either at the end of the transa
tion (in any order) or in leaf to root order.Rule 3: The leaf nodes are never requested in intention modes sin
e they have no des
endants.
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Figure 4: Two-tier �le data organization
With impli
it lo
king, hierar
hi
al lo
king allows large transa
tions whi
h a

ess many blo
ks of the disk�le to set large lo
ks without high lo
k overhead, and small transa
tions whi
h a

ess few blo
ks of the disk�le to set small lo
ks to a
hieve a high 
on
urren
y.The bytes of a �le are organized into a hierar
hy tree. The top level, i.e. the root of the hierar
hy tree, isthe whole �le of all bytes. At the se
ond level, the whole �le 
ould be divided into any partition of the upperlevel, and the third level is to further divide ea
h parts of the se
ond level in a re
ursive way. Ea
h nodeof the hierar
hy tree 
an be lo
ked. The goal of the hierar
hy-lo
king s
heme is to redu
e the lo
k requestmessages by impli
itly lo
king an entire sub-tree. Therefore, deep hierar
hy has more 
exibility in lo
king,and allows higher 
on
urren
y. In theory, we 
ould apply arbitrary level of hierar
hies to a �le anyway downto a single byte at extreme. However, deeper hierar
hy needs more memory, and takes more CPU time toperform management tasks.To balan
e between high 
on
urren
y and high resour
e 
onsumption, we design a two level hierar
hy,whi
h has low resour
e 
onsumption, and supports good 
on
urren
y at the same time. As shown in the�gure 4, the top level is the �le, and the next level, whi
h is the leaf level as well, is �x-sized group of blo
ks.The basi
 unit of iSCSI a

esses is the physi
al blo
k, so the size of blo
k group is at least 1. Sin
e there areonly two levels in our design, the size of the blo
k group determines the potential degree of 
on
urren
y. Ifthe size is large, there are less number of groups for a �le, and the maximum a
hievable 
on
urren
y is low.If the size is small, there are more groups, and the maximum a
hievable 
on
urren
y is higher. The extreme
ondition for large group size is the whole �le as a group. Then, only one ex
lusive lo
k is allowed for thewhole �le. The other extreme for small group size is a single physi
al blo
k per group. Under this extreme,ea
h blo
k 
ould have an ex
lusive lo
k without 
on
i
ting with others, whi
h maximizes the 
on
urren
y.However, it is obvious that su
h �ne granularity 
auses heavy overhead in lo
king messages. Our simulationinspe
ts various group sizes, and evaluates the impa
t of group size on overhead, and performan
e.4.3 Transa
tion �le sharing semanti
sMany systems only supports unix �le sharing semanti
s. Under unix �le sharing semanti
s, writes aremutually atomi
, and the result of a write is immediately visible to all readers. However, the Unix �lesharing semanti
s is not suitable for transa
tional exe
ution of a sequen
e of operations. In the transa
tion�le sharing semanti
s, there should be a 
onsistent view of any involved data throughout the exe
ution of atransa
tion.In our design, �le-a

essing operations are grouped into transa
tions. At the beginning of a transa
tion,an iSCSI initiator needs to send a start transa
tion requesting to an iSCSI target, su
h that the target
an 
reate 
orresponding data stru
ture to monitor this transa
tion. The transa
tion will be assigned aunique transa
tion id within the session between the iSCSI initiator and the iSCSI target. The detailed datastru
ture for supporting transa
tion will be dis
ussed in se
tion 5.

10



In addition, before any real read/write operation, all �les involved in the new transa
tion should beopened with proper a

ess mode. Currently, our design only 
onsiders READ ONLY and READ WRITEmodes. It is also possible to add other 
ag su
h as TRUNCATE or APPEND presenting in most Unixsystems. If a �le open request is approved, a �le level hierar
hi
al lo
k will be granted. Otherwise, therequested open mode should be 
on
i
ting with some existing ones. The following �le a

ess operations needto request blo
k group level hierar
hi
al lo
ks on appropriate blo
k groups.At the end of a transa
tion, all lo
ks held by the transa
tion will be released. A transa
tion 
an holdmetadata lo
ks as well as normal data lo
ks. For share metadata lo
ks M S, sin
e our s
heme 
a
hes it atthe initiator, only a 
ounter asso
iated with the 
a
hed 
opy is de
remented by 1 to indi
ate that there is oneless a
tive instan
e of this 
a
hed share metadata lo
k. For normal data lo
ks and ex
lusive metadata lo
ksM X, released requests are sent ba
k to the target. However, to improve the performan
e, only one 
losetransa
tion request is sent ba
k to the target, and the target will release all lo
ks held by this transa
tion. Inse
tion 5, we will show that the target a
tually have data stru
tures to re
ord all su
h ne
essary information.Deadlo
ks are going to happen, sin
e we are supporting transa
tions. Due to the nature of randoma

ess of the �le data, it is diÆ
ult to prevent the happening of deadlo
ks. Therefore, in our design, weuse deadlo
k dete
tion me
hanism to dete
t deadlo
k. When dete
ting a deadlo
k, a vi
tim transa
tion willbe sele
ted and rolled ba
k. The sele
tion of su
h a vi
tim transa
tion 
ould be based on various 
riteria.One way is to evaluate the progress of the transa
tions involved in the deadlo
k, and sele
t the one withthe least progress as the vi
tim to break the deadlo
k. This will require ea
h transa
tion to monitor theirown progress, in terms of how many steps of operations it has taken. Intuitively, the removal of the least-progressed transa
tion will redu
e the waste of pro
essing. In addition to minimizing waste of pro
essing,the fairness problem is another 
on
ern. Some transa
tion will be prevented from �nishing, sin
e it is alwayssele
ted as the vi
tim to break the deadlo
ks. Additional monitoring information 
ould be asso
iated withea
h transa
tion to indi
ate how many rollba
ks have been applied to it. Then, the �nal de
ision wouldbe based on a 
ost fun
tion involving both the progress of ea
h transa
tion and number of times that thetransa
tion has been rolled ba
k. However, a detailed dis
ussion of su
h 
ost fun
tion and other sele
tion
riteria are beyond the s
ope of this paper. Our 
urrent simple implementation is to 
hoose the owner ofthe latest lo
k request, whi
h 
ause a deadlo
k.The me
hanism to dete
t deadlo
ks is to �nd a loop among transa
tions and lo
ks. Ea
h transa
tion hastable to re
ord what lo
ks it is holding. Meanwhile, ea
h lo
k has queues to indi
ate whi
h transa
tions areholding this lo
k and whi
h transa
tions are waiting on this lo
k. Following these tables and queues, a loop
an be dete
ted, whi
h indi
ates the happening of a deadlo
k. In the implementation se
tion, we will showsu
h tables and queues asso
iated with transa
tions and lo
ks.4.4 File-level admission 
ontrolDeadlo
ks will de
rease the system performan
e. In order to redu
e the o

urren
e of deadlo
ks, we pro-pose a �le-level admission 
ontrol me
hanism. We assume that ea
h transa
tion knows an estimation of theper
entage of data for ea
h �le that the transa
tion is going to a

ess. Transa
tions always open �les withsu
h estimated per
entage values as parameters. A transa
tion 
ould open a �le in READ ONLY mode, orREAD WRITE mode. For READ ONLY mode, sin
e only shared lo
ks will be requested for reading, theestimated per
entage is just ignored. The reason is that we hope a large number of READ ONLY trans-a
tions to 
o-exist. However, for READ WRITE mode, the ex
lusive lo
ks 
ould prevent other requests.The estimated per
entages of READ WRITE openings are always a

umulated. The system enfor
es athreshold on this a

umulated value. On
e it has ex
eeded the threshold, the new open requests withREAD WRITE mode will be put into waiting queues.When a transa
tion 
loses a �le at the end, the estimated per
entage will be subtra
ted from the a

umu-lated value. If the a

umulated value is now below the threshold, the waiting transa
tion will not be wakenup until the running transa
tions all release their lo
k on the �le (either �nished or rollba
k). The reasonis to avoid high possibility of deadlo
ks of allowing new admission immediately, as the existing transa
tionsalready have a high a

umulated per
entage.
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5 Detailed design and data stru
turesThe �gure 5 shows the ar
hite
ture overview of our implementations. We insert new modules in to bothiSCSI initiators and iSCSI targets. In iSCSI initiators, vfs is used between the upper level system 
all layerand the lower level iSCSI layer. we have inserted following two modules into the kernel of iSCSI initiators.� iSCSI 
lient module is a
tually a modi�ed ext2 �le system module. It manages transa
tions andvarious metadata and normal data lo
ks.� Initiator 
a
he manager module manages a dedi
ated bu�er 
a
he for the iSCSI 
lient module. Itsupports 
allba
k me
hanism to assure 
a
he 
onsisten
y.iSCSI targets are responsible for maintaining a
tive transa
tions, maintaining opened �les, supporting
allba
ks for 
a
hed physi
al blo
ks, and so on. In iSCSI targets, we have inserted following three modulesinto iSCSI targets' kernel.� Metadata lo
k manager module manages lo
k requests for metadata obje
ts mentioned in se
tion4.1.� File lo
k manager module manages transa
tion requests, �le open/
lose requests, and blo
k grouplo
k requests. It is also responsible for deadlo
k dete
tion and resolution.� Target 
a
he manager module maintains 
allba
k re
ords for physi
al blo
ks 
a
hed at iSCSIinitiators. When there is a SCSI CDB with write 
ommand triggering 
allba
ks, this module is alsoresponsible for suspending the write 
ommand until all 
onformations for 
allba
k requests are re
eived.In the following subse
tions, we are going to dis
uss ea
h of above modules in detail.5.1 iSCSI 
lientA iSCSI 
lient manages transa
tions as well as the metadata lo
ks and normal data lo
ks belonging to thetransa
tions. The �gure 6 shows the 
omponents of the iSCSI 
lient.One transa
tion has a data stru
ture to store asso
iated information. This in
ludes transa
tion number,transa
tion type, and type-spe
i�
 transa
tion parameters. In addition, a transa
tion usually opens several�les to perform operations, so a transa
tion has its own open �le stru
tures to store management information.In parti
ular, an open �le stru
ture 
ontains following �elds: a mark to indi
ate whether this stru
ture is inuse or not; the name of the �le; the mode of opening, whi
h 
ould be READ ONLY or READ WRITE;the estimated per
entage of a

ess; a pointer to the rnode of the �le; a �le des
riptor assigned by the iSCSItarget; metadata lo
k type and id of the r-node of the �le; a hash table to store blo
k-group lo
ks; a linklist to store dirty physi
al blo
ks. The hash table for blo
k-group lo
ks performs the hash fun
tion on thegroup number. A
tually, there is no restri
tion of the hash fun
tion to be used. Even more, other stru
ture
ould be used instead of hash table, su
h as binary sear
h tree. The fun
tion of the link list is to store dirtyphysi
al blo
ks. As we mentioned before, in order to support roll ba
k fun
tion of transa
tions, dirty blo
ksare temporarily stored within the spa
e of the transa
tion until the 
ommitment of it. Therefore, our designis to store the dirty blo
ks together with the open �le stru
ture.Another important fun
tion of the iSCSI 
lient is to manage the rnodes. The rnodes are 
orrespondingto the vnodes within the vfs layer. However, rnodes 
ould 
ontain more information than the vnodes. Evenfor the same information, the format 
ould be di�erent. Our rnodes 
ontain all 
ommon information inUnix disk inodes, su
h as the mode, the number of links, the user id, the group id, the size, the timestamps,the physi
al blo
k mapping. Additionally, rnode 
ontains some �elds not presenting in disk inodes, su
h asreferen
ing 
ounter and dirty bit. The referen
ing 
ounter is used to re
ord the number for a
tive usage ofthe rnode. When the value of 
ounter de
rease to 0, the spa
e is release for other use. The dirty bit is usedto indi
ate whether the �elds 
orresponding to disk inode's �elds are modi�ed, and hen
e whether writingba
k is ne
essary or not.
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Figure 5: Overview of the ar
hite
ture
5.2 Initiator 
a
he managerIn our design, the ICM, whi
h is the dedi
ated bu�er 
a
he for iSCSI, is separate from the bu�er 
a
he forother �le systems. The main reason is that the ICM is using a 
a
he 
oheren
e proto
ol based on 
allba
ks.In addition, the ICM works in a unique way from traditional bu�er 
a
he in writing operation. In tradi-tional bu�er 
a
he, writing operation 
ould use either write-through poli
y or write-ba
k poli
y. However,from performan
e point of view, most systems use write-ba
k poli
y, whi
h only write-ba
k dirty blo
ks whenthe 
a
hed blo
ks are going to be purged out from the bu�er 
a
he. In 
ontrast, write-through poli
y sa
ri-�
es performan
e to a
hieve higher reliability, sin
e any modi�
ation would be written ba
k to non-volatilestorage devi
e with minimum delay. In some sense, the ICM is more like a write-through 
a
he, in that itinitiates a iSCSI write 
ommand when a dirty blo
k is put ba
k. In fa
t, the ICM works together with thelink list of dirty physi
al blo
ks of the transa
tion stru
ture to form a 
a
he hierar
hy. When the operationof a transa
tion needs a spe
i�
 physi
al blo
k, it will use a pro
edure 
all get blo
k() with the blo
k numberas parameter. The get blo
k() pro
edure always 
he
k the transa
tion's link list of dirty physi
al blo
ks tosee whether this transa
tion has already a

essed and modi�ed the requested blo
k before. If the requestedphysi
al blo
k is not in the link list, the get blo
k() pro
edure will request it from the ICM. The ICM willalways return the requested physi
al blo
k either dire
tly, when it 
a
hes su
h a physi
al blo
k, or throughiSCSI proto
ol, when it does not have su
h a 
opy. In the later 
ase, the ICM will 
a
he the physi
al blo
ksgrabbed through iSCSI.In above, we haven't mentioned the relation between the lo
king me
hanism and the 
a
hing me
hanism.A transa
tion always uses get blo
k() pro
edure to get desired physi
al blo
ks. However, before doing that,
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Figure 6: Components and data stru
tures within a iSCSI 
lient
the transa
tion has to go through lo
king me
hanism to get proper lo
ks, su
h that its a

ess will not be
on
i
ting with anyone else. For metadata obje
ts as des
ribed in se
tion 4.1, a metadata lo
k is requestedwith proper mode, depending on what kind of operation is going to be performed. Only when su
h lo
kingpro
ess has been passed su

essfully, whi
h returns a lo
k id, the transa
tion 
an 
all get blo
k() pro
edurewith the lo
k id. Sin
e a physi
al blo
k is the minimum unit for iSCSI proto
ol, for metadata obje
t su
h asan inode, the entire physi
al blo
k, whi
h 
ontains the requested inode and several other inodes, is retrievedthrough get blo
k(). The normal data blo
ks are always a

essed when the �le 
ontaining these normal datablo
ks is opening. As des
ribed in se
tion 4.2, there is a �le level lo
k when the �le is opened. The se
ondlevel of lo
king in the hierar
hy is the blo
k group. When a �le is opened with a F IS or F IX lo
k andthe transa
tion is going to a

ess the blo
ks, the transa
tion has to get a proper lo
k, either F S or F X onthe blo
k groups.5.3 File lo
k managerThe �le lo
k manager is responsible for managing transa
tions, �les opened by these transa
tions, and blo
kgroup lo
ks for data of these opened �les. It is also doing deadlo
k dete
tion and resolution. As show in�gure 7, this module manipulates two data stru
tures - a transa
tion table and a open �le table.The transa
tion table has �xed number of entries. Ea
h entry of the transa
tion table re
ords theinformation of one transa
tion. One entry has �elds like iSCSI initiator number and Logi
 Unit Number(LUN)to identify whi
h iSCSI initiator and whi
h LU the transa
tion belongs. Transa
tions are identi�edby their transa
tion numbers, whi
h is just the index of the 
orresponding entries in the transa
tion table.There are �ve lo
king queues in one entry of the transa
tion table. Two of them are �le-level lo
king queues,and the other three are blo
k-group-level lo
king queues. The two �le-level lo
king queues are holding-�le-lo
k queue, and waiting-�le-lo
k queue. The holding-�le-lo
k queue re
ords the granted �le-level lo
ks of
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the transa
tion. The waiting-�le-lo
k queue re
ords the �le-level lo
k for whi
h the transa
tion is waitingbe
ause of presenting of 
on
i
ting lo
ks. The three blo
k-group-level lo
king queues are the holding-grp-lo
kqueue, the waiting-grp-lo
k queue, and the upgrade-grp-lo
k queue. The �rst two of them are similar to the
orresponding �le-level queues, ex
ept they are at the level of blo
k groups. The upgrade-grp-lo
k is for the
ase that a transa
tion �rst requests and is granted a F S shared lo
k on a blo
k group to perform read-onlyoperation, and later it would like to perform a write operation on the same blo
k group, whi
h requires aF X ex
lusive lo
k. This will 
ause an upgrade of lo
k level, sin
e F X lo
ks are stronger than F S lo
ks.When the upgrade of a F X lo
k will result in 
on
i
tion, the lo
k is moved from the holding-grp-lo
k queueto the upgrade-grp-lo
k queue. The transa
tion is still holding it, and the deadlo
k dete
tion has to takesu
h lo
ks into 
onsideration.The open �le table maintain all opened �les in a spe
i�
 iSCSI target/LUN. The number of entries ofthis table is �xed as well. A �le is referen
ed by an integer number 
alled �le des
riptor after it has beenopened. The �le des
riptor is indeed the index of the entry of the �le in the open �le table. One entry ofthe open �le table has �elds like the LU Number (LUN) of the �le, the inode number of the �le on its LU,and an a

umulative per
entage �eld to re
ords the sum of the estimations of those opening instan
es thathave already su

essfully open the �le. The last one is used to perform the �le level admission 
ontrol asdis
ussed in se
tion ?.?. An open-�le-table entry has two �le lo
k queues. One is the holding-�le-lo
k queue,and the other is the waiting-�le-lo
k queue. In addition, one open-�le-table entry has a hash table for blo
kgroups. This hash table is a dynami
 data stru
ture in that the entries are 
reated a inserted dynami
ally.On entry of this hash table represents one blo
k group, and has three blo
k-group-level lo
k queues. Theyare a
tually the holding-grp-lo
k queue, the waiting-grp-lo
k queue, and the upgrade-grp-lo
k queue thatare 
orresponding to the three blo
k-group-level queues of the transa
tion stru
ture.The transa
tion table and the open �le table are related two ea
h other by sharing lo
k re
ords between
orresponding lo
k queues. As shown is �gure 7, ea
h re
ords, either a �le-level one or a blo
k-group-levelone, has two pointer �elds of its own type. Then, two link lists are 
onstru
ted respe
tively. Following one ofthese two link lists, one 
an �nd all re
ords belonging to the same transa
tion. On the other hand, followingthe other link list, one 
an �nd all re
ords belonging to the same open �le. This sophisti
ated data stru
tureis used to dete
t deadlo
ks. Starting from a suspi
ious transa
tion, if there is a loop of pointers to 
omeba
k to the same transa
tion, a deadlo
k happens.5.4 Metadata lo
k managerThe metadata lo
k manager module manages lo
ks for super blo
k, free spa
e bitmaps, free inode bitmaps,and inodes. For the �rst three kinds of metadata obje
ts, there are one possible lo
k re
ord for ea
h iSCSItarget/LUN. For lo
ks for inodes, a hash table is used to fa
ilitate management, similar to the hash tableused for blo
k group lo
ks in open �le tables. If there are lo
k requests for an inode, one lo
k re
ord for thatinode will present in the hash table. One su
h lo
k re
ord has three queues - a lo
k queue, a wait queue,and a 
onvert queue. In addition, it has a 
allba
k element to indi
ate whether a 
allba
k request has beenpreviously sent for this inode. It the 
allba
k element is not empty, it 
ontains a 
ounter, whi
h is theexpe
ted number of 
on�rmations for that 
allba
k request.5.5 Target 
a
he managerAs show in �gure 7, iSCSI target 
a
he manager modules use a simple and eÆ
ient me
hanism to maintainthe 
allba
k for 
a
hed physi
al blo
ks. The data stru
ture is a bitmap for ea
h iSCSI target mounted onea
h LU. In other words, when an iSCSI initiator is mounting a LU on the iSCSI target, the iSCSI targetallo
ates a bitmap for this. In the bitmap, ea
h bit represents a physi
al blo
k, just like the free spa
emanagement in typi
al Unix �le systems. Initially, the entire bitmap has 0 on every bit. When an iSCSIinitiator uses iSCSI READ 
ommand to retrieve a physi
al blo
k, the 
orresponding bit in the proper bitmapis set to 1. In fa
t, the bitmaps need not ne
essarily to be dynami
ally allo
ated at mounting. They 
ouldbe allo
ated stati
ally, sin
e even a large storage devi
e will need small spa
e for bitmap.
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Figure 7: Components and data stru
tures within a iSCSI target
6 Simulation resultIn this se
tion, we present simulation-based performan
e results of our proposed iSCSI data sharing s
heme.Ths ns-2 [10℄ network simulator was used to implement appli
ation-level iSCSI initiators and iSCSI targets.An iSCSI initiator 
ontains 
omponents, su
h as an iSCSI 
lient and an iSCSI initiator 
a
he manager. AniSCSI target appli
ation 
ould manage multiple LUs, by manipulating data stru
tures asso
iated with ea
hLU. Su
h data stru
tures in
lude transa
tion tables, open �le tables, and so on. At this stage, we still assumea transa
tion only a

ess data within a single LU, su
h that the management of LUs are independent fromea
h other. Our simulation skips some iSCSI management fun
tions, su
h as session setup, sin
e we arefo
using on the behaviors of data blo
k transmission. Furthermore, our proto
ol is designed to extend the
urrent iSCSI proto
ol (we use reserved 
ommand of the iSCSI proto
ol, so the message format �ts intothe proto
ol 
ompletely), so we don't need to worry about the fun
tions that are supported by the 
urrentiSCSI proto
ols, in
lude these skipped fun
tions. In addition to simulation, we are 
ontinuing working onimplementation of our s
heme on Linux platform. We are extending the ext2 �le system over 
is
o iSCSIdriver implementation.There are three parts in the rest of this se
tion. In the �rst part, we simulate sequential and non-
on
urrent reading/writing of a large �le. This is trying to show pure overheads of our lo
king s
heme,
ompared with real reading/writing of physi
al blo
ks. The `pure' means that no waiting time for lo
kingrequests is in
luded, sin
e an iSCSI initiator a

esses a �le ex
lusively in this set of simulations. In the se
ondpart, we are trying to show the performan
e of our s
heme under OnLine Transa
tion Pro
essing (OLTP)s
enarios. We use tra
e data generated a

ording to the TPC-C ben
hmark of the Transa
tion Pro
essingPerforman
e Coun
il to drive our simulations. Ea
h transa
tion 
ould involve reading or writing of multiple�les. In these simulations, lo
king requests 
ould be put into waiting queues. Even worse, deadlo
ks 
ouldhappen, so that some transa
tions have to rollba
k and restart. With this set of 
lose-to-real simulations, we
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will show the amount of saving of lo
king requests by doing 
a
hing of both metadata lo
ks and normal datalo
ks. In the third part of this se
tion, we are going to show the behavior of the system when a single �le israndomly a

essed by multiple initiators 
on
urrently. This part is di�erent from the se
ond part, in thatea
h transa
tion is only a

essing a single �le in this part. We are going to show the performan
e impa
t ofvariable system parameters, su
h as physi
al blo
k size, blo
k group size, and so on. This study will give aguide on the system design.Before going into the simulation results, we �rst list various system parameters we have used. In allof our simulations, the disk modules use the parameters from Seagate's Cheetah 15K.3 family disk drives.The Average Laten
y is 2.0 mse
. The Average Seek Time for Read/Write is 3.6/3.9 mse
. The InternalTransfer Rate we used is the average of its Sustained Transfer Rate (49 to 75 Mbytes/se
, whi
h is 62Mbytes/se
. However, in our simulation, no 
a
he of the disk module is assumed. Therefore, the delay fora

ess one blo
k of data, on
e the 
ommand leaves the waiting queue and gets exe
uted, is 
omputed asDelayRead=Write = AverageLaten
y + AverageSeekT imeRead=Write + Blo
kSize=InternalTransferRate.We also assume that a target 
an only pro
ess lo
king requests sequentially, so the response for ea
h requestis delay for 
ertain amount of time from the previous response in the target. The delayed time is the timethe target takes to look through its lo
king re
ords to make a de
ision on whether to grant the request ornot. For the network laten
y and bandwidth, we designed three 
ombinations to represent three typi
als
enarios. The �rst is lo
al area networks (LAN), whi
h has laten
y of 1ms, and bandwidth of 100Mbps.The se
ond s
enario is medium-wide area networks (MAN), whi
h has laten
y of 50ms, and bandwidth of1Mbps. The last s
enario is large-wide area networks (WAN), whi
h has laten
y of 100ms, and bandwidthof 1Mbps. The table ?? is a summary of these parameters.6.1 Sequential Reading/WritingTo investigate the overhead of the 
on
urren
y 
ontrol and 
a
he 
onsisten
y s
heme, we run the simulationsfor sequential writing of a single �le. The �le size we used in our simulations is 100MB. For writing ofea
h physi
al blo
k, we assume it is only a partial overwritten, su
h that the physi
al blo
k should be read�rst, before written ba
k. When doing reading and writing of physi
al blo
ks, we let the driver to do themindividually for ea
h physi
al blo
k.� For ea
h of LAN, MAN, and WAN s
enario, I am going to show the total transa
tion time used fordi�erent physi
al blo
k size (1kB, 2kB, 4kB, and 8kB) and di�erent blo
k group size (1, 2, 4, 8)
orrespondingly. This will show that larger physi
al blo
k size will 
ost less time, and larger group sizewill save on lo
king requests for blo
k groups.� I will use a bar graph to show the 
omposition of the total transa
tion time. The 
omponents are timeon reading/writing physi
al blo
ks, time on lo
king medata (inodes, freebitmap), time on lo
king �ledata (�le-level lo
ks and blo
k group lo
ks), time on open/
lose transa
tions, and others. In this setof simulations, sin
e there is no 
on
urren
y, the time for lo
king requests will be the pure 
ost ontransmitting of requests. This will show that the pure overhead of lo
king requests is small 
omparedwith time spent on reading/writing of physi
al blo
ks.6.2 Tra
e SimulationThe TPC-C ben
hmark is an OLTP ben
hmark for database systems. Sin
e our 
urrent system appli
a-tion is a �le system, we adapt the ben
hmark to our needs. The TPC-C ben
hmark involves a warehousemanagement database with 9 relation tables. We view ea
h relation table as a �le, storing �x-sized re
ords
onse
utively in the logi
al blo
ks. The TPC-C ben
hmark has 5 di�erent transa
tions in SQL. Ea
h trans-a
tion in
ludes reading, writing, or both for re
ords in multiple relation tables. To �t into our requirements,we only tra
e the lo
ation of real reads and writes of re
ords in the table �les. We totally ignore the addi-tional metadata su
h as index for keys in the real database systems. The only metadata we are 
urrently
on
ern are the inodes of the table �les, and the bitmaps for free spa
e management. However, as we goforward to implement the database appli
ation, all other metadata a

ess 
ould be involved.When generating the warehouse management database, we set up 2 warehouses. Ea
h warehouse 
overs10 distin
t distri
ts. There are a number of 
ustomers registered to a 
ertain distri
t. We set up 6 
lient
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Figure 8: Total transa
tion time for sequential a

ess in LAN
terminals to generate transa
tions 
on
urrently. Ea
h 
lient terminal generates 200 transa
tions duringthe simulation. Among these transa
tions, 45 per
ent of them are new-order transa
tions, 43 per
ent ofthem are payment transa
tions, 4 per
ent of them are order-status transa
tions, another 4 per
ent of themare delivery transa
tions, and the rest 4 per
ent of them are sto
k-level transa
tions. There are 3 
lientterminals asso
iated with ea
h of the 2 warehouses. When a 
lient terminal is bound to a warehouse, all itstransa
tions will be operations on re
ords belonging to that parti
ular warehouse. Therefore, when multiple
lient terminals are bound to the same warehouse at the same time, they will have a high probability tosharing the same data pie
es. Client terminals of di�erent warehouses will share metadata of the �les
on
urrently. The tra
e data generated by a 
lient terminal is used to drive a iSCSI initiator in our tra
esimulation a

ordingly.� I am going to show the total transa
tion time of ea
h of the 6 initiators under di�erent 
ombinationsof physi
al blo
k size and blo
k group size. This will show that larger physi
al blo
k size and blo
kgroup size are not always good in transa
tion pro
essing, sin
e they will 
ause more lo
king 
on
i
ting,so that lo
king request is going to wait longer, and even run into deadlo
ks.� I am going to show the 
omposition of the total transa
tion time. This will show that the time spenton lo
king blo
k groups be
omes the major part of the total transa
tion time. By varying physi
alblo
k size and blo
k group size, I will show that larger physi
al blo
k size will 
ause longer read/writingtime, sin
e OLTP only a

ess �les randomly, instead of sequentially. Meanwhile, larger physi
al blo
ksize also 
ause long time spent on lo
king �le data, sin
e it 
ause more lo
king 
on
i
ts.We 
ompare our proposed iSCSI data sharing s
heme with the simple UNIX lo
king s
heme. In order tosupport UNIX �le sharing semanti
s, whi
h requires that the result of every write operation is immediatelyvisible to subsequential read operations, UNIX lo
king s
heme requests lo
ks on ea
h �le read or write system
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Figure 9: Composition of total transa
tion time for sequential a

ess in LANiSCSI lo
king s
heme UNIX lo
king s
hemeinode lo
ks 387 + 191 3039454blo
k lo
ks 40045 + 9829 3017706Table 3: Comparison to UNIX lo
king s
heme

all. In addition, these lo
ks should be released immediately upon return of the system 
alls to allow thewritten result to be available to others, sin
e there is no 
on
ept of transa
tion. Similarly, the a

ess tothe metadata, in
luding the inodes of �les, runs into the same problem. Systems 
alls, su
h as read map(),whi
h reads the inode and possibly the indire
t blo
ks of a inode to map a logi
al address to a physi
alblo
k, needs to request a lo
k on the inode every time. There is no 
a
hing of lo
ks on inode, either. Everylo
king request will in
ur message 
ommuni
ation between the initiator and the target.The table 3 shows the 
omparison between our proposed iSCSI data sharing s
heme and the UNIXlo
king s
heme, based on the tra
e simulation. In this simulation, we set the physi
al blo
k size to 8KB,and the blo
k group to 8 blo
ks per group. There are total 2400 transa
tions from the 12 
lient terminals,200 transa
tions for ea
h one. During the entire simulation, there are 3039454 a

esses to inodes, ea
h ofwhi
h needs a lo
k request in UNIX lo
king s
heme. Using our proposed lo
king s
heme over iSCSI, we onlyobserve 387 lo
k requests for inodes, plus 191 request to upgrade inode lo
ks from share ones to ex
lusiveones. Similarly, we have observed hugh saving of lo
k request for data blo
k a

esses. Totally, 3017706read/write requests for data blo
ks present during the simulation. The proposed lo
king s
heme only issues40045 lo
k requests for blo
k groups, and 9820 requests for lo
k 
onversion.
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Figure 10: Total transa
tion time for tp

 in LAN
6.3 Performan
e StudyOur next experiment is trying to understand the impa
t of group size on the throughput and deadlo
ks.As we have dis
ussed in se
tion 4.2, lo
king on groups of blo
ks 
an redu
e amount of request message forlo
ks, and avoid wasting storage spa
e due to large blo
k size. The proposed s
heme is designed to supporttransa
tion �le sharing semanti
s, so the throughput and the deadlo
ks are 
on
erned. With large blo
kgroup size, it is more possible that a

essing of two di�erent blo
ks will result in requesting lo
ks for thesame blo
k group. For example, suppose the blo
k 1 and blo
k 5 are going to be a

essed. If the blo
kgroup size is 4 blo
ks, there will be requests for group 1 (in
luding blo
k 1 to 4), and group 2. However,if the group size is in
reased to 8, it will result in the lo
k requests for the same blo
k group. Therefore,as the size of blo
k group in
rease, there is a higher probability that deadlo
ks will happen, whi
h lead toroll ba
k of half exe
uted transa
tions, and de
rease the throughput of the entire system. In �gure 12 and�gure 13, we show the results of our experiments. In the experiments, we set the physi
al blo
k size to 8KB.There are 8 is
si initiators, and 1 is
si gateway in this s
enario. All 8 is
si initiators are 
onne
ted to theis
si gateway through links with bandwidth 100Mbps and laten
y 10ms. Sin
e we want to investigate thee�e
t of group size on throughput and deadlo
ks, we turned of the �le-level a

ess 
ontrol fun
tion in theis
si gateway. By this, the is
si gateway 
ould allow any is
si initiator to start the transa
tion immediately.All these 8 is
si initiators are a

essing the same �le, whi
h is of size 1GB, through out the experiments.An is
si initiator will repeat running transa
tions sequentially, throughout the 18000 se
onds simulationduration. A transa
tion will a

ess 
ertain per
entage of the entire �le. Ea
h time, we randomly generatethe a

essed blo
ks with uniform distribution. We ran our experiments under two di�erent per
entages forthe transa
tions. Figure 12 shows the 
hange of the throughput as the group size in
reases. The x axialis the base 2 logarithm value of the group size in terms of number of physi
al blo
ks. For instan
e, if thegroup size is 4 physi
al blo
ks, the base 2 logarithm value will be 2. Sin
e we have set the physi
al blo
k
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Figure 11: Composition of total transa
tion time for tp

 in LAN at initiator 1
size to 8KB, the group size in terms of number of bytes would be 32KB. The solid line represents the resultswhen ea
h transa
tion a

esses 2% of the entire 1GB �le, whi
h means 20MB or 2560 physi
al blo
ks. Atthe beginning, the throughput in
rease as we in
rease the group size. This is due to the de
rease in thenumber of lo
k requests. A

ording to the property of a

ess lo
ality, if the group size is larger, one lo
krequest 
ould be used by more nearby blo
k a

esses, sin
e the proposed s
heme 
a
hes the lo
ks. However,as the group size in
rease, the probability of happening of deadlo
ks in
reases as well, whi
h is illustrated in�gure 13. Therefore, when the group size rea
hes 
ertain value, the throughput starts de
reasing due to toomany deadlo
ks. In our experiment, the peak throughput appears when the group size is 2 blo
ks/16KB. Inboth �gure 12 and �gure 13, the dashed line shows the experimental result when ea
h transa
tion a

esses4% of the entire �le. Compared with the s
enarios, where ea
h transa
tion a

esses 2% of the entire �le, thevarian
e in throughput is mu
h less. The reason is that deadlo
k dominates when a larger per
entage of the�le is a

essed.From above studying, we get the following design guidan
e in 
hoosing the group size. The blo
k groupsize is a per �le parameter, in that two di�erent �les in the same system 
ould being using di�erent groupsizes. If the transa
tions will only a

ess a small part of the entire �le, the lo
k requests will dominate theoverhead. In this 
ase, it is better to in
rease the group size until the deadlo
ks start to overwhelm. Onthe other hand, if transa
tions will a

ess a larger part of the entire �le, the deadlo
k is always dominant.Under su
h 
ondition, it is wise to set the group size to just 1 physi
al blo
k, whi
h has the least probabilityin 
ausing deadlo
ks. In real implementation, the group size parameter 
ould be either stati
ally assigned,based on the a

ess pattern of the �les, or dynami
ally adjusted by monitoring the happening of deadlo
ks.In se
tion 4.4, we mentioned that one advantage of hierar
hi
al lo
king for data �les is that it allows�le-level a

ess 
ontrol. The purpose of �le-level a

ess 
ontrol is to 
ontrol the happening of deadlo
ks toalleviate their negative impa
t on the throughput. We performed our experiments again with the �le-level
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Figure 12: Throughput vs. group size without �le-level a

ess 
ontrol
a

ess 
ontrol enabled on the is
si gateway. In the implementation, the is
si gateway maintains a thresholdvalue, and ea
h transa
tion from the is
si initiators provides its estimated a

ess per
entage over the entire�le. The estimated a

ess per
entages of all a
tive transa
tions, whi
h have WRITE mode on the �le, willbe added up. The is
si gateway will not admit a new transa
tion if that will lead the aggregated value toex
eed the threshold. In our experiment setting, ea
h transa
tion will a

ess the 1GB �le with WRITEmode and estimated a

ess per
entage of 2%. All other settings are the same as the previous experiments.We varied the threshold from 0.03 to 0.17, in
reasing 0.02 at ea
h step. This is equivalent to allow 1to 8 a
tive transa
tions to be running simultaneously. We present the results in �gure 14 and �gure 15.When the threshold is 0.03, only one transa
tion is running at any moment. Of 
ourse, there will be nodeadlo
k at all. However, due to overhead in sending 
ommands and responses, the is
si target is not alwaysbusy. By in
reasing the thresholds to allow more 
on
urrent a
tive transa
tions, we see the improvement inthroughput, when the blo
k group sizes are under 64KB. When the group size is smaller, su
h improvementis more evident. This is be
ause 
on
urrent transa
tions 
ould make the is
si devi
e in high utilization.However, with 
on
urrent transa
tions, deadlo
ks start to happen. Figure 15 shows that deadlo
ks alwaysin
rease as the threshold in
reases. With larger group size, more deadlo
ks happened during the experiments.In �gure 14, when the group size is more that 128KB, there is no improvements in throughput at all, as thethresholds in
rease. This illustrates that large group size will easily lead to deadlo
ks, whi
h 
ompensatesthe bene�ts from 
on
urrent transa
tions.
7 Related worksVarious sharing �le systems have been in use for more than �fteen years and various 
a
he 
onsisten
ys
hemes have been employed by these �le systems. Most 
a
he 
onsisten
y s
hemes 
an be divided into two
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ks vs. group size without �le-level a

ess 
ontrol

ategories:� Client Initiated approa
h (as in NFS)� Server Initiated approa
h (as in AFS)IBMs Virtual Shared Disk [11℄ allows multiple workstations to a

ess disks as if they were 
onne
tedlo
ally; multiple (possibly distributed) physi
al disks may be grouped together to form a single virtual disk.However, VSD does not provide 
a
hing or lo
king. Distributed VSD appli
ations have to syn
hronize viasome external me
hanism.Token-based lo
king and 
a
he 
onsisten
y me
hanism is used in the shared logi
al disk s
heme [12℄ andalso in distributed �le systems like Sprite [13℄, AFS [14℄, De
orum [15℄, Frangipani [16℄ and E
ho [17℄. Whilethese systems vary in the details of the 
oheren
e proto
ol, parti
ularly in 
ases of 
on
urrent write-sharing,their basi
 ideas are the same: 
lients a
quire read and write tokens before a

essing �le data, and the serversrevoke these tokens when other 
lients request 
on
i
ting tokens. This idea of token revo
ation has beenadopted in our design, but the important di�eren
e between these systems and iSCSI SAN is the granularityof 
onsisten
y, e.g. iSCSI SAN is blo
k based.The idea of leases [18℄ is adopted from the V operating system of Stanford but it is used only for writelo
ks. Leases have been proposed in the V operating system as a time-based me
hanism that provide eÆ
ient
onsistent a

ess to 
a
hed data in distributed systems.xFS [19℄ seeks to use a 
entral, trusted 
ore of ma
hines as a s
alable �le server for a larger, less trustedgroup of �le system 
lients. xFS is also severless like iSCSI SAN but they use a distributed approa
h, whi
his more 
omplex and requires 
ooperating workstations.Finally a 
on
ept similar to semi-preemptible [9℄ lo
k that allows 
lients to 
a
he privileges is usedin our design. This idea is in
orporated only for read lo
ks in this paper. It results in saving a lot of23
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Figure 14: Throughput vs. a

ess 
ontrol thresholds
unne
essary network traÆ
, espe
ially for metadata be
ause the per
entage of metadata reads is mu
hhigher than metadata writes. This observation has been made in a paper dealing with 
omparison of �lesystem workloads [8℄.Also the need to maintain metadata integrity in the event of a system failure (
lient failure or iSCSIstorage gateway failure) has been done in the past and �le systems like Log-stru
tured File System (LFS)[20℄ and Journaling File System (JFS) have been proposed. Also the 
on
ept of soft updates [21℄ deals withthe same issue of providing stronger integrity and se
urity guarantees. This 
on
ept is not dealt with indetail in this paper, but it should be in
orporated in the design in the future.NFS [5℄, whi
h is typi
ally on UNIX systems, and CIFS [22℄, whi
h is on Windows NT systems, arewidely used methods to share �les among multiple 
omputers. They provide a logi
ally shared view of�le systems, allowing remote �les to appear as if they were lo
al �les and allowing multiple 
omputers toshare the �les. However, their 
lient initiated 
a
he 
onsisten
y s
heme would not be eÆ
ient for metadatasharing in iSCSI SAN, sin
e for ea
h metadata read/write the 
lients need to 
onta
t the server resulting inunne
essary network traÆ
. In addition, the 
a
he 
onsisten
y guarantee provided will not be very strong ifthe 
he
ks are delayed.
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