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Abstract— Data management costs have skyrocketed due to applications that access storage devices and the storeigesle
increase in both the volume and complexity of storage solutns. themselves and in part because of the way traditional sgstem
Object based storage (OSD) is a new paradigm that has gained gy gata. Object based Storage(OSD) is a new paradigm that
increasing acceptance due to ability of embedding intellignce in S . . .
the storage devices thereby aiding in ease of management. can be used to bU|Id.|nteII|ge|f1t storage devices. In rewﬂg, _

Even in this age of fault tolerant system, data backup is sl OSD has seen rapid adoption as a result of standardization
the only means of ensuring absolute recovery. Traditional ackup ~ of the Object Storage Interface by the T10 committee [2].
solutions are limited by the features of block based storage OSD revolves around the idea of storing additional metadata
Due to the mechanism of data storage in OSD - Objects (data g15ng with the data itself and providing an expressive fate

+ metadata), it offers a whole new set of features that were for manipulating this metadata. Data is stored as obiedis wi
not possible in traditional systems [1]. In this work we expbre Ipulating thi ) ! ) wi

the opportunities and implications of OSD enabled backup. attributes representing the corresponding metadata. -
We propose and implement a new backup management system Data backups are critical piece of any Information Lifeeycl

capable of exploiting the features of OSD. Salient featuresf our  Management (ILM) scheme. Backups are the only way of
proposed design include - fine grained policy specificationr®l  ensyring absolute fault tolerance. In large enterprises, ar
intelligent, non-intrusive backup scheduling. . . .

Our prototype evaluation shows that our proposed backup more admmlstrators_ make use of commercial enterprises clas
solution outperforms traditional backup solutions both in the ~Software to backup important data. Though the degree of au-
features it offers and the performance. Specifically, the no- tomation of this process has increased as backup management
intrusive backup scheduling completely minimizes the impet on  softwares have become more intelligent and complex, there
real time data access. is still a need for supervision of a skilled administratonis
can be attributed to two main factors, namely - Static policy
specification and Scheduling of backup window.

One of the main concerns of enterprises today is the TotalPolicy specification is usually the job of the system adminis
Cost of Ownership (TCO). In the data storage domain thigator and he/she specifies the policies at the backup $syver
boils down to Cost of Acquisition and Cost of Manageas input to the Backup Management Software. Hence, it is
ment/Administration. In recent times, complexity of syste up to the system administrator(s) to decide the importance
has increased, requiring more skilled labour to manage aoidthe data stored on the storage systems managed by them.
maintain these system leading directly to an unprecedentadlarge enterprises, the volume of data is huge and hence
increase in Cost of Management. In the day to day workinbe system administrator’s job of deciding which data needs
of any data management system, typical management tagkse backed up and when becomes very complicated. In
include performance monitoring, system health monitosind addition, data importance varies over time rendering stati
information life-cycle management tasks like regular hgusk policies ineffective. To aid the administrators, systemrasnd
of data, ensuring archival of stale data, etc. administrators generally come to an agreement before hand

Recent trend in both industry and research community has backup policies. For instance, one simple example could
beens towards building Self Managing and Self Monitoringe that whatever files are present undeser-name/project
Storage Systems. The goal of these systems is to minimitieectory of every user is backed twice daily. This makes
human or administrator intervention during the day to dagnforcement of backup policy by the system administrator(s
operations of the storage solution. This move towards addiless complex. But in doing so, the users are tied up to orga-
more intelligence into the storage systems, is fueled it junizing all their important data in specified locations oind
by benefits of reduction in management cost but also [ifythe users do not exercise any caution and dump unimportant
the potential performance benefits that were not availabledata in the above mentioned directories, the utilization of
traditional system. backup solution reduces. Another option that is commonly

Building intelligent storage devices requires an in-depiised is to take complete backup of the system irrespective
understanding of the metadata that describes the storad dat data importance. Though this approach simplifies the job
Traditional block based storage systems do not have the capBadministration, the utilization of the backup solutiesiub
bility to interpret any metadata corresponding to the da# t optimal.
they store. This is in part because of the interface between t Backup is usually a resource hungry operation. Performing

I. INTRODUCTION
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Fig. 1. Backup/Restore in a Traditional Storage System Fig. 2. Backup/Restore in an Object Based Storage System

backups during regular periods of data access can sevmelylljue to the need of a backup server, a lot of bandwidth is
pact the performance of regular data access. This is pltigu .

. : consumed for the data movement itself between the backup
true in large enterprises where volume of data backed up dai :
. L . . server and the storage device.
is enormous requiring long backup windows. Again, the bur-
den of scheduling the backup windows intelligently is ptace

on skilled system administrators. In general, administsatry

to schgdu_le backup windovx_/s dur@ng non peak t_imes. However, an Object Based Storage Device, the different types of
globalization has made this option relatively ineffectif® metadata information (application & file system metadasa) |
clear cut non peak hours). . stored on the storage device itself along with actual data as
Our research focus is to explore cost effective backihiect attributes. This tight coupling makes all data sfore
solutions for Object Storage ecosystems. We propose a NG¥ any Object Based Storage device more autonomic and
backup management system for Object based storage deviggsce readily accessible by the device itself or any client
that exploits the features of OSD to perform backups in &fcessing the device. Hence, backing up an object in effect
efficient, non intrusive and cost effective manner. Spealific 045 to backing up of data, application specific metadada an
we propose mechanisms for backup policy specification agg file system metadata all in a single atomic operatiorkanli
storage at an object granularity. We propose an intelligepf gitional systems where multiple explicit operationgaéo
non intrusive lazy backup scheduler to that makes use @ carried out to consolidate all metadata and the data éor th
the capability of OSD by which it can distinguish bet‘NeeBurpose of backup.
initiators to minimize the impact of backup operation on Figure 2 shows the proposed backup solution using OSD.
regular data access. The rest of the paper is organized@g,ns9 — 5 happen within the confines of the Object Based
follows - Sec'gon Il des_crlbes work|_ng of a typical traditial Storage System and hence network traffic due to backup
backup solution, Section I describes our proposed syst@ffie ation is minimal. The salient features of our design are
design, Section IV highlights the details of our implem&o®@ v, ahility to perform fine grained backup and the ability to
and Section V describes the performance evaluation of 9o qyle the backup window intelligently so as to not affect

proposed solution. the performance of real time data access too drastically.

IIl. PROPOSEDSYSTEM DESIGN

II. TRADITIONAL BACKUP SOLUTIONS

In a block based storage solution, the typical way of crgatiﬁa" Policy Specification

backups is to use one or more dedicated backup servers thdah our proposed solution, backup policy specification is
take care of performing data backup on a different block hassupported at different levels of granularity. The logicedrhr-
device such as a tape. All the policy decisions are enforceklical structure that is the basis of any OSD is composedeof th
through the backup server by the system administrator,twhimot, the partition and the collection. In addition to thése=e
includes specifying needed directories/files in a volumédo granularities, one could even have backups at Object level.
backed up, frequency of data backup and so on. One s®ihce collections are virtual entities, they could be used t
typical setting is as shown in Figure 1. Actiofis— 6 show group similar (objects with similar backup needs) objedts.
the typical steps performed during any block based backapr proposed solution, the user or the initiator applicatias
operation. The usage of a dedicated backup server comes hkeefreedom to specify the backup policiesrequency Type

as a need rather than as a choice. Since the block baaad Mode of backup. Frequency refers to the desired backup
storage device doesnt have the necessary file system ntata-gariodicity for a given object. Type of backup is either a ful
information to interpret the stored data, it is inhibitedii®@ backup or an incremental backup. Mode of backup refers to the
capability to perform the functionality provided by the kap mechanism used to implement backups. Possible mechanisms
server. Apart from the obvious extra cost incurred in thisige include -



TABLE |

¢ CIomngl Freeing Freezing all incoming /O until the BACKuUP PoLiCcY ATTRIBUTE PAGE (0X8001FOR USER OBJECY

entire backup operation is complete. Output is a complete

pOint in time copy - most reIiabIe, but most disruptiv v Attribute Length Attribute Values Client OSD Target

takes a long time(synchronous backup). Name | (Bytes) # Settable | Settable
« Cloning + Redirection Redirecting all incoming 1/O to Page 40 0x0 UofM No Yes

an alternate location until backup operation is complete.dentifier Backup

Output is a complete point in time copy - Additiona| Backup 16 Ox1 Snapshot No Yes

Space overhead for store redirected 1/0, takes a long "°% with

. Copy-on-Write

time(synchronous backup). Backup n 0 Hourly Ves s
« Snapshdtwith Copy on Write Taking a Snapshot of data Frequency Daily

and backing up from snapshots asynchronously. Output Weekly

is just a virtual point in time copy - No disruption, Monthly

less reliable (data is lost if asynchronous backup is notReserved 0x3 to

completed before any failure event) , Additional Spacde OxFFFFFE

overhead for storing snapshot/copy on write data.

Option 3, Snapshot with Copy on Write is one of the most usgi? ¢ iicular folder (F ) Ioroiekat
backup mechanisms. The main advantage of this method is §o 'O a particuiar folder (For e.g.: fuser-name/projéay

the actual snapshot procedure takes just a few millisecasds> configured for backup as in the traditional backup environ
it is only a virtual point in time copy of metadata Actuafments described earlier. This fine grained nature enabges th

backup can be initiated at a later point based on real tigge" o specify the backup frequency for any file no matter
traffic patterns where it is located in the file hierarchy thereby eliminating

In our proposed system, we make use of attributes g}e need for the file to be moved to a pre-configured folder

objects to store this policy information. Hence, the usertha Just for_ the purpose OT ba.ckup. . e
choice of policy specification using the standard GET and S solvmg policy conflicts:As policy spe0|f|cat|on 'S alloyved
attribute commands just like any other attribute that isesto at an object level, there could be situations where differen

with the data. The backup operation at the storage devicoeosIICIes may come in conflict with each other. For instance,

interprets this predefined attributes to make backup detssi consider the backupequencypolicy. In a hierarchal directory

: L ! : tructure, different files/directories in the directorgdrmight
This scheme helps in giving users fine grained control ov%r

the backup process, thereby increasing the utility or value ave c_ilfferent backup p0I|C|e_s. .A parent directory _and a
the backups. child directory might have conflicting backup frequencyippl

ecified. In such situation, in our solution we honor the

. . .S
We propose _a_ddmg a_Backup attn_bute page for every O.bj?c% owing rule - The lowest backup level (most frequent) will
(user and partition). This page defines the above mentlorloe

backup policy related attributes (frequency and mode) a g honored at all timesf an object has a lower backup
valuesp uF;ed yon a per-obiect basis th th);s oint for SirrT]]e_vel (more frequent) than its parent then child’'s backwelle
- p ) ' _pomt . will be honored. If a parent object has a lower backup level
pI|c_|ty we only consider full b_ackups. Extending th|s deﬁS'chan its children, then the children will be backed up at the
to incremental bgckups_requ_lre_s the use O.f a s_llghtly mo reequency specif,ied by parent object. However note that we
ggnmﬂlegaTeefﬁ::elsgtfr?glf:snﬂz:g fhheargg.f_ 'Qn%bjseg_s';rtt::s\?vill not change the backup level attribute value of the child
P . 9 . . Wg will just override the object's backup level accordingly
commands. An object that requires specific backup attmbutvt\elhen erforming backups
should have its attribute values set in its backup attribute P 9 pS.
page. Table | describes the attribute name, number andy®ssj Lazy Backup Scheduling
values for these attributes. Currently we support only Shap fth _ . ditional block based
based backups as our focus is on demonstrating non intrusiv&n€ Of the main concerns in traditional block based systems
backup operation. We support five different backup freqyentS that the when backups are running, the performance of
levels - hourly,daily,weekly and monthly,no backup. Byalef real time data access gets severely impacted. For thlsrr,easo
a new object will be assigned a backup frequency of Daily. TH& MOst kerr:terpns:s, backup|>sba|r_e L_Jsuarllly SCh?deIﬁ_d during
user can later change the frequency of the object dependEﬁ atil\D/EEIi/ in(e)fl“Jf::.tive(:)v(vri\)lir(')r? geZIlZﬁEE?s) al?\ r;i:he Stimllsagptlon
on the importance to any of the other three levels. For rot ) g ) UL STRAAR,
and partition objects everything continues to remain thaesa'”te"'ge”tASt(?ragﬁ deV|cte)§ catr: pr((j)v:jde_ a 3|gn|fc|jcat|0n. aﬁ-
except for the Backup attributes page number (0x900080/#jtage. An intelligent object based device can dynanyica
and (0x30008001) respectively. deter_mme the idle tlmgs in _the ;torage system and perform
With each object having an attribute to specify its backupE"ding backup operations intelligently thereby redudtmg

frequency, it is now not required for the users to move théife€d for long dedicated backup windows.
One of the main capabilities of an Object based Storage

IClone: Is an exact physical replica created using snapshots de\{ices iS. that it can differentiate betwee_n different appl
2Snapshot: Is a point in time virtual copy cations using the storage by means of object metadata. Our
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for the presence of that object. If that object is presers, th

proposed intelligent backup scheme tries to exploit thasufiee  command interpreter transfers control to the Copy on Write
of OSDs in order to perform efficient backups. In essence, Bygine, which performs copy-on-write of that object under
providing differentiated services, the OSD can bettersdati consideration.
service requirements of different applications. Our psEEb  The Backup engine runs only at the times that the Target
solution differentiates between real time data access &gddle. It synchronizes with the command interpreter topkee
backup operations. Specifically, real time data accesses gick of idle times. When the Target is idle, the backup eagin
given a higher priority than backup operations. This soluti removes the object IDs from the snapshot table and performs
is made possible in part by the metadata available in OSDs thﬂ% backup of those Objects_ During the operation of backup
helps in differentiating accesses and in part by the sndpsBfgine, if a new data access command arrives at the target,
mechanism that facilitate additional erX|b|I|ty in SChd!dg the Target Signa|5 the backup engine' which then re|in(q;|3ish
In the next section we highlight the details of implememtati CPU and gives the control back to command interpreter. This
of this proposed solution. intelligence differentiates our system from traditiongbtems
where the target is limited to only differentiating between
_ _ ) ) physical hardware clients cannot differentiate betweert mu

Figure 3 shows a high level overview of our implemengsje applications from the same physical hardware, which i
tation. For this study we use our home-grown open Sourggs case amounts to similar treatment for both backup and
implementation of the OSD T10 standard [3]. We extend thgg| time traffic. So with OSD doing lazy backup the real
implementation to add the backup functionality. time requests gets processed much faster.

In addition to its regular tasks (read,write,etc.), the OSD one Jimitation of our current implementation is that we
Command Interpreter performs the task of adding the objegde static priorities for our threads. Specifically, cutien
ID into the respective backup queue based on the objggl go not handle the problem of starvation which could
backup frequency attribute specified by the SEITRIBUTE  gayerely impact the backup operation. One could make use of

command initiated by the user either explicitly or during gagitional solutions like priority aging to minimize thepact
CREATE command. It also moves the object between thg siarvation.

gueues whenever the user changes the backup frequency by

means of SEIATTRIBUTE command. The Snapshot engine V. PERFORMANCEEVALUATION

wakes up every lowest frequency interval (Hourly) and addsWe extended our open source T10 reference implementation

all object IDs from hourly queue to snapshot hashtable §If ito add backup functionality. In order to show the perfornenc

midnight it adds all object IDs from daily queue too). Simiya benefits of our proposed system, we have designed multiple

the objects from other queues get added to the snapskgperiments.

hashtable. The objects in the hashtable are the objects foFigure 4 show the test setups. For Backup unaware OSD

which the backup needs to be performed by Backup Engirszenario, we have a target and two initiators. One of the

Snapshot engine is a high priority thread that would alwaysitiator is the backup server which will be backing up the

run at the scheduled time. It takes relatively smaller tifithe data from the target onto its disk, while the other initiai®r

order of a few seconds to perform snapshot, which in this cage client that will be performing read/write while backup i

involves movement of Object IDs from the backup queues tmder way.

the hashtable. For Backup aware OSD scenario, we have a target and
For every OSD command that changes the state of the objent initiator. Since the intelligence for performing bagks

(OSD.WRITE, OSDAPPEND, OSDSETATTRIBUTE, et embedded in OSD target itself there is no requirement for a

al), OSD command interpreter checks the snapshot hashtdidekup server in this case. Each initiator in both scenauos

IV. IMPLEMENTATION
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Fig. 7. Write Response Time Comparison

7 and 8 shows the comparison of Write Response Time and
A. Read Performance Comparison Write Throughput respectively. The results are very simila

In case of Backup unaware OSD we configure the back{fp the Read experment with Backup aware OSD being 104
server to download 2.56 GB of data from the target and at tf8cOnds lesser than its counterpart for 1.0 GB file yielding
same time we also start reading of 1 GB of data from anotrf&p% improvement in response time and the throughput values
client. In case of Backup aware OSD we configure the client R8iN9 8MB/sec and 4MB/sec respectively. It is interesting t
read 1GB of data exactly at the time when backup of 2.56 Gi9t€ that in the case of Write experiment the throughput of
of data is supposed to happen. We measured the througtﬁ%‘fk“p unaware OSD is a]most constant throughout w_hereas
and response time for the client read in both the cases. &iglft the case of Read experiment the throughput sees bit more
5 shows the comparison of read response times. The respoffdédtion. We believe that in the Read case some data fetch
time increases almost linearly with increase in file sizdgsT @t the target requires disk access whereas some data is al-
linear increase in response time holds true for both thescase
The response time is much better for Backup aware OSD

Backup-aware OSD -3~

starting from small files to large files. In fact for 1.0GB file
the response time in the case of Backup aware OSD is 98
secs lesser than its counterpart, which is a 45% improvement
over Backup unaware OSD. Figure 6 shows the comparison of
Read Throughputs. The Throughput for Backup aware OSD
was around 8MB/sec whereas for the Backup unaware OSD
it was around 5MB/sec.

B. Write Performance Comparison

Here instead of client reading the data from the target
we performed write operation of 1GB on to the target. As
in the earlier experiment we measured the throughput and
response time for the client write in both the scenariosuiég
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Fig. 8. Write Throughput Comparison
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knowledge of environmental parameters such as access, times
frequencies and data locality.
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ready available in cache resulting in varying throughpisT
behaviour is not seen in the write case since the target is
explicitly instructed to do a synchronous write to disk féeg

in uniform throughput performance.

The reason for low throughput and high response time in
the case of Backup unaware OSD for both Read/Write is that
both the client and backup server are competing against each
other for disk access. This is very evident from Figure 9. The
target does not distinguish the backup traffic and reguiidr
and instead process them as they arrive. On the other hand in
the case of Backup aware OSD, the intelligence embedded
can distinguish the traffic and temporarily suspend the back
and use all its resources to process the regular traffic. This
intelligence made possible through metadata present in the
objects provides the backup aware OSD to schedule the
requests accordingly. After the completion of client rehd t
backup server throughput increases to 8MB/sec that is same
as the client read in the case of Backup aware OSD.

In the case of Backup aware OSD the throughput will be
high from begining and continues to remain high for the entir
read operation. The target would suspend the backup operati
and will service the real time requests. Further, we did the
backup by copying the files to an NFS mounted partition and
it took around 57 seconds to do the backup. So there will be
no network traffic associated with backup as the data will be
directly moved from target to backup device.

VI. CONCLUSION & FUTURE WORK

In this work we have clearly demonstrated the effectiveness
of a backup management system built on top of OSD. The
results show that our proposed backup system clearly outper
forms traditional backup solutions. Specifically, our Ihgent
non intrusive scheduling scheme is able completely mirémiz
the impact of backup traffic on real time traffic.

This is an on going project and we plan to pursue several
other interesting issues in data management. We believe tha
backup policy inference is a key challenge and would go a
long way in making truly autonomous backup management
systems. We plan to investigate the possibility of applying
learning techniques to learn backup policies aided by gdarti



